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Abstract

This study discusses the nature of cybercrime challenges in the maritime domain and
the measures taken to prevent them. It was based on an analytical descriptive
approach and a documentary observation tool.

The results revealed that cyber-attacks in the maritime domain, targeting systems and
information technology in companies, ships, and cargo terminals and the related
systems and techniques that act as navigational, communicational and radar assistants
on land, as well as the information systems and technologies in the power plants,
desalination plants, with the potential for communications cables to be exposed to
such attacks in the future.

With the result that these attacks have different material and moral repercussions on
various stakeholders and their support for the activities of the Transnational
Organization Crime (TOC), it requires the cooperation of all relevant parties and the
mobilization of all forms of confrontation, legal and procedural, across national,
regional and international levels.
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Abstract:

This paper aims to clarify the role of modern information systems to
improve the performance of Lattakia Port, and raise the level of marine
services, through the establishment of an administrative information
system , and electronic marketplace for sea ports activities depends on
modern information systems and electronic data interchange which will
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Abstract :

Despite the enormous technological advances surrounding us in all fields,
the reliance on the human factor is still the most important in terms of
search and rescue. One of the most efficient and effective means of
detection during search and rescue operations is the reflective tapes fitted
on ships’ equipment, including personal safety equipment and personal
protective equipment. Furthermore, reflective tapes fitted on fixed objects
and in corridors of the accommodation play an effective role in the
prevention of individual accidents on board ships. Numerous techniques
for manufacturing these materials have evolved throughout the years.
With the steady increase in the use of reflectors, these methods have been
continuously developed, whether civil or marine. The International
Maritime Organization (IMO) has been keen to generalize use of
reflective tapes because of its importance in reducing accidents and
effectively assisting in the detection during search and rescue operations.
IMO has, therefore, approved standard specifications to ensure the quality
of the product and ensure its effectiveness during use especially due to
the special circumstances these reflectors endure caused by the different
weather conditions. The Organization, through its circulated decisions,
has stressed the importance of tests for reflectors, the most important of
which is the Accelerated Weathering Test which is a simulation of the
changing environment on board ships. This test 1s carried out through a
technique defined by a General Assembly resolution; Carbon Arc
Technology which has proved for more than three decades to be a very
effective technique. However, this technique and its equipment date back
more than 90 years, while test methods have undergone tremendous
development in terms of equipment and techniques. Therefore, Carbon
Arc Technique compared to more modern techniques have become less
accurate. Newer techniques, such as Xenon Arc Technology, being used
in many laboratories and testing centers, have the advantage of more
accurately simulating nature thus producing better results. Additionally,
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these newer techniques have higher availability in terms of access to
laboratory materials and equipment. Thus, the use of these newer
techniques reflects more positively on the quality and efficiency of light
reflectors.
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