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Abstract

This study aims to analyze the impact of cybersecurity on enhancing the safety of digital systems
applied at Damietta Port by examining the three main dimensions of information security: data
confidentiality, data integrity, and data availability. The importance of the study arises from the
increasing challenges facing the maritime transport industry regarding the protection of operational
systems and the security of sensitive information amid the global rise in cyberattacks. The research
problem stems from the high financial costs incurred by maritime institutions in implementing
cybersecurity measures, in addition to the scarcity of studies addressing its impact within seaport
environments, according to the researcher’s review.

The study adopted the descriptive-analytical methodology, collecting data through a questionnaire
designed to measure the extent and direction of cybersecurity’s influence on maintaining digital
operational systems in ports. The sample included no fewer than 250 participants working in the
field. The results indicated that implementing cybersecurity policies is a critical factor in ensuring
the safety and continuity of digital systems, thereby reducing downtime in automated operational
processes. It was also found that employee training and the enhancement of cybersecurity
awareness contribute to minimizing human errors and strengthening the stability of the information
security system. The study further emphasized the importance of adopting advanced systems for
early detection and rapid response to threats, which enhances resilience, reduces losses, and

improves the operational efficiency and competitiveness of the port.
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